Experiment 4

Hardware Trojan Attack |
on HaHa Board v3.0

We describe an experiment on hardware Trojan attacks, in the form of
malicious modifications of electronic hardware, that pose major security

concerns in the electronics industry.

Instructor: Dr. Swarup Bhunia
Co-Instructors/TAs: Reiner Dizon-Paradis and Shuo Yang
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L Case Study

security concerns in the electronics industry.

We describe an experiment on hardware Trojan attacks, in the form of malicious modifications of electronic hardware, that pose major

In this chapter, we describe an experiment on hardware Trojan attacks and countermeasures. Emerging trend of outsourcing the design and
fabrication services to external facilities as well as increasing reliance on third-party Intellectual Property (IP) cores and electronic design

automation (EDA) tools makes integrated circuits (ICs) increasingly vulnerable to
hardware Trojan attacks at different stages of its life-cycle. The modern IC design,
fabrication, test and deployment stages highlight the level of trust at each stage. This
scenario raises a new set of challenges for trust validation against malicious design
modification at various stages of an IC life-cycle, where untrusted
components/personnel are involved. In particular, it emphasizes the requirement of
reliable detection of malicious design modification made in an untrusted fabrication
facility, during the post-manufacturing test. It also imposes a requirement for trust
validation in IP cores obtained from untrusted third-party vendors.

Figure 1 illustrates different steps of a typical IC life cycle and the possibility of Trojan
attacks in these steps. Each party associated with the design and fabrication of an IC
can be a potential adversary who can tamper it. Such tampering can be accomplished
through add/delete/alteration of circuit structure or through modification of
manufacturing process steps that cause reliability issues in ICs. From an attacker’s
perspective, the objective of such attacks can be manifold, e.g., to malign the image of
a company to gain competitive edge in the market; disrupt major national
infrastructure by causing malfunction in electronics used in mission-critical systems; or
leak secret information from inside a chip to illegally access a secure system.
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Figure 1 Hardware Trojan attacks by different parties at different
stages of IC cycle.

University of Florida



<
+—
c
()
(S
=
()
o
x
[SN]

SlTheory Background

Recently Intel announced a flaw in the implementation of the “TSX” instruction for its Haswell series of Central Processing Unit (CPU). This
announcement came almost a year into the product’s lifecycle and almost three years since the beginnings of Haswell’s architecture was laid
out. This is a legitimate mistake on Intel’s part — there is no foul play or trickery here.

ombinationa)

However, researchers at the University of Massachusetts were able to modify an Intel lvy Bridge 7 <
processor — the series that Haswell replaced — and significantly impair the Random Number Generator \ @ ™\
(RNG) of the processor. They did this by modifying the silicon that made up actual transistor. Their Pl é) @ PO
modification is completely undetectable without a Scanning Electron Microscope (SEM) and a known ‘ —>
good chip to authenticate against. If the security of the RNG is compromised then everything generated

Original Circuit

from it is also compromised, for example, private encryption keys.

An intelligent adversary is expected to hide such tampering with an IC’s behavior in a way that makes it~ figure 2 Combinational Trojan model
extremely difficult to detect with conventional post-manufacturing testing. Intuitively, it means that the

adversary would ensure that such tampering is manifested or triggered under very rare conditions at the internal nodes, which are unlikely to
arise during testing but can occur during long hours of field operation.

Figure 2 and Figure 3 show general models of combinational and sequential Trojans, respectively. Sequential Trojan
These abstract models of Trojans are useful for studying the space of possible Trojans, and, similar to
fault models, help in test vector generation for Trojan detection.

Figure 3 Sequential Trojan Model
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SExperiment Set-up: Configuration
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1. The instruments needed for this experiment are the HaHa Board v3.0, a USB A to B cable, and a computer.
2. The software needed is GOWIN FPGA Designer, version 1.98 or higher.

3. Refer to the HaHa User Manual to see the steps of configuring the GOWIN GW1N-9 FPGA.
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[ Instructions and Questions

In this experiment, you will need to implement a DES (Data Encryption Standard) into the GOWIN GW1N-9 FPGA, and then hack it by inserting

two kinds of hardware Trojan into it.

64-bit plaintext
|

v

64-bit ciphertext

Figure 4 DES encryption illustration.
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Part I: Implement a DES

The DES is a symmetric-key algorithm for encrypting electronic data. Although it is now
considered insecure, it was highly influential in the advancement of modern cryptography.
It uses 16 round Feistel structure. The block size is 64-bit, of which DES has an effective key
length of 56 bits since 8 of the 64 bits of the key are not used by the encryption algorithm.
The encryption steps are illustrated in Figure 4.

Download the 12 Verilog files from Canvas related to the DES implementation on the FPGA.
If you prefer VHDL, you can use any open-source module online. Create a new GOWIN
project called expt4_1 with top module called top, that instantiates des module from
des. v file. Refer to Figure 5. There are two modules inside this file: des and des_o.
des_o contains the DES implementation, and des is the wrapper top module that
instantiates des_o. Plaintext and key are given in des. There is a RAM module called ram1
instantiated, which is a 64-bit wide, 32-word deep RAM. It will store all the encryption
results of the 16 rounds. Refer to the appendix for starting this project.

University of Florida



. . . Half Block (32 bits) Subkey (48 bits)
Part Il: Insert a combinational Trojan

Insert a combinational Trojan into the DES circuit you implemented in Part I. The trigger l
condition of the Trojan is when the output of the F function (Figure 6) satisfies for some E
value of the least significant 4 bits (see next section). When the Trojan is triggered, the LSB of
the input key (NOT round keys) for the DES is inverted. When the trigger condition is not
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true, the key becomes the original input key. N

o SRR ARAARRNAAARNARRAA AR ARRSAARNAARRY)
Part Ill Insert a sequential Trojan e el (e Tt e el Bl
Insert a sequential Trojan into the DES circuit you implemented in Part |. Use the same clock
as the DES circuit. The trigger condition of the Trojan is when the least significant 2 bits of I ‘ l I I [ l I ‘ l “ “ “ | l | I I l I [ I I [ l l I I ‘
the F function output in order go through some order of three values at the negative edge of »L
the clock (see next section). After the Trojan is triggered, the LSB of the input key (NOT P
round keys) for the DES will always be inverted.

Out (32 bits)
Figure 5 Feistel function (F function) of DES

5 | EEE 6744 Hands-On Hardware Security University of Florida



# Measurement, Calculation, and Question
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Answer the following questions.

Part I: Implement a DES
1) Use the plaintext and key provided and add them in the des.v Verilog file:
desIn=64'hA42F891BD376CEQ5
key64 = 64'h0123456789ABCDEF

Store all the encryption results for the 16 rounds in an implemented RAM and show the first and last round using Gowin Analyzer
Oscilloscope (GAO). Turn in a screenshot.

2) Which module is creating the key for each round? By how?
3) Which module is doing Feistel function?
4) How many Logic Elements are used?

Part II: Insert a combinational Trojan

1) Turn in your code when the trigger condition is 4’b0110. Only turn in the Verilog files that have been changed and Verilog files (if there
are) that are created by you.

a. When the trigger condition is 4’b0110, will the Trojan be triggered? How many times is it triggered in the 16 rounds? Turnin a
screenshot of the GAO window.
2) When the condition is 4’'b1001, repeat answering question 1) again.
3) When the condition is 4’b1010, repeat answering question 1) again.

Part Ill: Insert a sequential Trojan
1) Turnin your code when the trigger condition is 2’b01->2’b10>2’b11. Only turn in the Verilog files that have been changed and Verilog
files (if there are) that are created by you.
How many states are needed in total? How many additional registers have you implemented?

a.
b. When the trigger condition is 2’b01->2’b10>2’b11, will the Trojan be triggered? How many times is it triggered in the 16
rounds? Turn in a screenshot of the GAO window.

2) When the condition is 2’b01->2’b10>2’b11, repeat answering question 1) again.
3) When the condition is 2’b11->2’b01->2’b00, repeat answering question 1) again.
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# Optional Follow-up
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Part IV: Change the trigger condition
Change the trigger condition of the Trojan you inserted in Part Il to be acceleration value from the accelerometer.

Use the hex file you downloaded for Experiment 3 (Bus Snooping Attack), make the Atmel XMega microcontroller run the code when the FPGA is
running DES. The microcontroller will keep sending acceleration data to the FPGA through the 8 interconnections along with the interconnection
clock signal.

1) If the longitudinal direction of header P3 is x and the longitudinal direction of header P4 is y, in which direction is the sensor sensing the
acceleration?

2) Add an 8-bit input for the DES to accept the acceleration data. When the board is more than 45-degree up tilted (in the right direction),
the Trojan will be triggered, and the payload is the same as the Trojan in Part Il. Turn in your Verilog description (or VHDL code). No
screenshot is needed.
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® Lab Report Guidelines and Demonstration

Deliverables:

1. Inyourreport, give answers to ALL the questions.
In part |, give a screenshot after compiling the DES code.
Give a photo, or a screenshot to prove your DES works well.
Give all the code that is required.
Attach screenshots as required.
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Demonstration:
Please take videos of the demonstration and include them in your submission.

1. For part |, show your encryption result.
2. For part Il, show the result when the combinational Trojan is triggered.
3. For part lll, show the result when the sequential Trojan is triggered.
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Appendix A: Starting a GOWIN FPGA Designer Project

The following are the steps to start a project on the GOWIN FPGA Designer software for part | of this experiment:

1. Go to File > New.
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GOWIN FPGA Designer - [Start Page]

, File Edit Project Tools Window Help N
|, OpenExample Project... B % B
M1 New. Ctrl+N —
Open.. Ctrl+0 Quick Start
Save Ctrl+S -
Save As.. % ) 5
Save All Ctrl+Shift+S New Project... Open Project... Open Example Project...
Close "Start Page” Lteral
Close All Tools
Close Project <t.gprj
n| 01
o 4
Print Preview... prj o1
e Colep FloorPlanner  Timing Constraints Editor  Programmer
Recent Files »
Recent Projects » User Manusls
- lex. le=.
Manual for LittleBee Manual for Arora
Start Page [x]
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2. Select FPGA Design Project. Click OK.

o X
_ax
[ g = )
Recent Projects;
Quick Start
expta 1
DAUser Files\Desktop\exptd_ T\exptd_1.gprj
ram test @ ] 2
Files\Documents\ram_testiram test.gprj Neve Project Open Project Open Example Project
foga_project
\User_Files\University of Florida\HaHa Course Material: New ?
foga_project Tools
DA\User_Files\Documents\fpga_project\fpga_project.gprj ~ Projects
foga_project FPC
DAUser Files\Desktop\fpga_project\fpga_project.gprj ~ Files
FloorPlanner
[ veritog File
[ vHDLFile
User Manual >
Useranat [T& Physical Constraints File
[, Timing Constraints File
Create a FRGA design project.
Manual for Litf | Vou will be able to add or create RTL sources, run synthesis, place &
foute, znd program your device.
? Start Page [x]
X
9 File Edt Project To ow Help _l&x
[ 5 &
Recent Projects:
expta 1

DAUser Fi op\exptd_T\exptd]
Project Name
ram_test B Project Name 5
DAUser Files\Documentziram testi
Select Device
fpga project .
User Files\University of Florida\H I
fpga project
DAUser Files\Documents\fpga_projel
fpga project
DAUser Fil

op\fpga_projec

Name  exptd_ 1

Enter a name for your project, and specify  directory where the project will be stored. The directory will be created if it doesn't
exist,

Createin: D:\User Fil

es\Desktop

(] Use as default project location

Cancel

Start Page
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4. Select the device according to the screenshot below. Click Next and then Finish.

e

() _ax
(S !
fu Recent Projects:
o DA\User_Files\Desktophexptd_T\exptd .
x ram_test Select Device
wl - Project Name.

DAUser Files\Documents\ram testir

f " B Select Device  Specify a target device for your project

Pas.proje Summar Filter

Di\User_Files\University of Florida\H

fpga_project Series: GWIN ~ Package |LOFPI4 -
Di\User Files\Documents

fpga_project

Device: GWIN-D ~ Speed:  CHiS -

Device Version: [

B0 veson puos s il verson M

Part Number

Device Device Version Packsge  Spesd  Voltage

GWIN-UVSLOIACH/IS Gwi LaFP144 s [wo |
GWIN-LVSLQIA4CH/15 GWIN-S c LaFP144 o5 Ly |
< Back N> Cancel

Start Page [x]

5. Copy the experiment codes from Canvas to expt4_1\src directory.

B8 Experiment 4 code HaHav3

D B epl s s

N:

View

Sort by

Group by
Refresh

Customize this folder..
Paste

Pastshortcut

Undo Copy
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6. Copy GOWIN pin assignment file (gowin_pin_assignments.cst) to the root expt4_1\ directory.

€ > v oA M el
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# Home Name

S gowin_pin_assignments CSTFile B . imp!

[_E3

exptd 1

View

Sortby

Group by

Refresh
Customize this folder...
Paste

Paste shortcut

Undo Copy

7. Inthe GOWIN FPGA Designer window, add existing files by right clicking on expt4_1 on the left sidebar. Click Add Files... button. Select all
the files inside expt4_1\src directory. Click Open.

GOWIN FRGA Designer - [Design Summary]

- o y
File Edit Project Tools Window Help _ax
3 & WG 3 5o *
Design & x
v B it 1 AT ear Flork Nocbini,
ol New File. Project File: D:\User_Files\Desktop\exptd_1\exptd_1.gprj
SNAIIRISSINN Synthesis Taols GowinSynthesis
Part Number. GWIN-UVILQ144C6/15
Series GWIN
Device: GWIN-9
Device Version: c
Package LOFP144
Speed Grade: ce/1s
Core Voltage: w
Design  Process  Hierarchy : Start Page Design Summary [x]
Console 8 x
Console  Message
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8. Create a new file by right clicking on the left sidebar and clicking New File... button. Select Verilog File and Click OK.

ign Summ:

X
_ax
it}
Design 8 x
5 api1- DA se s Oeshop.
[ swm-vsiqrescsrs Project File: D:\User_Files\Desktop\exptd_1\expt4_L.gpri
- Synthesis Tool: GowinSynthesis
~ [ Verilog Files
S o _
stcdesy p—
= sadhiy Series: ~ Files
= srikeysely Davica: _ Verilog File
= sdemly Do [ vHiDL Fie
sresbox Ty package: [ Physical Constraints File
src\shox2v Speed 6rd [C&4 Timing Constraints File
= srcsbody Core Volta [ GowinSynthesis Constraints File
= sevbody ["5, User Flash Initislization File
= srosborsy Create a Verilog HDL file.
Design  Process  Hierarchy Start P a
Console 1 C & x
Coea
L
%
Console  Message
X
E _l&x
ODerHG = THELE F4
Design & x
~ 7 exptd_1 - [D:\User_Files\Desktoph..
SIN-UVSLaCES Project File: D:\User_Files\Desktop\expt4_1\expts_1.gprj
- Synthesis Tool Gowinsynthesis
~ [ Veriog Files
B sciepy Target Device
seldesy Part Number: GWIN-UVOLQ144C6/15
&l sicidiy Series: GWIN
stclkey_selv
stc\ramly
stctsboxl.y . . .
stc\sbax2y
Createin: D:\User_Files\Desktophexpté Tvsrc Browse.
= sclsbody AUser Fles\Desktophexptd.
stc\sboxdy 8 Add to current project
= srwsborsy
Design  Process  Hierarchy ] L o
Console & x
%

Console  Message
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10. IT IS HIGHLY RECOMMENDED TO COPY THE sample_top.v INSIDE THE HaHav3_helpful_codes.zip FILE TO THE MODULE BELOW. This file
ensures the pin assignments file map to the correct port names in this file. The module below is a slightly modified version of the
sample_top.v file. DO NOT USE THE EXACT VERILOG CODE BELOW. You need to instantiate the DES module similar to the code below.

tophergtd_Turciiopsl

GO FPGA De:

s}
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Appendix B: Synthesizing a circuit and assigning pins

1. Run the synthesis tool by changing the left sidebar to Process. Right click on Synthesize and Click Run.

GO FPGA De:
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2. Change the left sidebar to Hierarchy tab. Right click on top and select Set As Top Module.

A Desig es\Desktoplexp op. o
) Fle Edt Project Tools Window Help _ A x
-3 3 o2 *
Hierarchy ax| 1
2
= [#  Update 3
P
Unit File s
~ e SIEWORT  Goto Module Instantiation
¥ desldes)  sic\dest  Gotg Module Instantiation With...
diiC.. src\dii
¥ des.. srcidess  G0to Module Defintion
v . wdaps  GotaModuleDefinition With., ¥
sic\sbox  Pack User Design
SEAShOx e
o
src\sbox oo N
Clear Top Moclule
srclsbox
stclsboxsy
stc\sbaxbr
stc\sboxT.y
stc\sboxd.y
Design  Process  Hierarchy Start Page Design Summary 7 top a
Console & x
WARN (] : The module
WARN The module
WARN : The module
WARN The module
WARN  ( ) : The module 8 in optimizing( r_|
[95%] Generate netlist file "D:\User_Files\Desktop\expt4_1\impl\gusynthesis\expt4_1.vg" completed
[160%] Generate report file "D:\User Files\Desktop\exptd 1\impl\gusynthesis\expt4 1 syn.rpt.html" completed
GowinSynthesis finish
Console  Message
In:6 Col:22

3. Switch back to Process tab on the left sidebar. Right click on FloorPlanner and select Run. Click Yes when it prompts to create a CST file.

PGA Desig Deskiop\exp op o
) File Edt Project Tools Window Help _l& x
] 8% 2 [ 3 I «
Process &x| L
2
1| Design Summary 3
~ [ User Constraints :
[22 FloorPlanner &
= N
Timing Constraints Ecer b3 |
~ (@ synthesize 2
@ sy 0
Synthesis Report 11
12
Netlist File b
~ [F Place Route 18
Place & Route Report
Timing Analysi Report
Ports & Pins Report
Power Analysis Report
i Program Device
Design  Process  Hierarchy ? Start Page Design Summary 3 top (=]
Console & x
: The module ™ ¥ %
The module
The module
W ) : The module i" instantiated to "lUc pt mizing("D:\User_File
[95%] Generate netlist file "D:\User_Files\Desktop\expt4_1\impl\gusynthesis\exptd_1.vg" completed
[160%] Generate report file “D:\User_Files\Desktop\exptd_1\impl\gusynthesis\exptd_1_syn.rpt.html" completed
GowinSynthesis finish
Console  Message.
In:6 Col:22
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4. Inthe FloorPlanner window, go to File > Open.

File Constraints Tools View Help
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[ New.. CirleN
Open
8 X ChpAma) Package View
[ save Ctrlss b by B oy
B Savehs Crl+ Shift+S
@ Reload
Exit

B

Message 8 x

> Reading devics G IN-5C package LQF 144 partnumber GW IN-UVSLQ144CE TS
> k p ’

User F ' Lg
> Parsing netist file DrUser_Fies/Desktopjexpt4_1jmpl/gnsynthess/expt4_1.vg" completed
> Processing netist completed

> Reading constraint fle: 'D: Lser_Fies/Desktop/expts. 1/sre/exptd_1est”
> Physical Constraint parsed complete:

Message  1/OConstraints  Primtive Constrants  Group Constraints  ResourceReservaion  Clock Assignment  Quadrant Constraints Kk Constraints _ Vref Constraints

5. Inthe Open Physical Constraints window, click Browse next to Constraint File. Open the expt4_1\gowin_pin_assignments.cst file.

W
_lax
v =y
DEEHE®
Process Metist Chiparay ) Package View
{ | DesignSumn > & top
~ [ User Constral
(21 FloorPlan)
5 Timing C
~ @ synthesize
Synthesi
Netiist Fil
v B e o Open Physical Constraints ? X
Place &
Netist Fie:
Timing Al
Costraint Fie:  DifUser F 1jgowin_pin Browse. ..
Ports &
ol Part Number: seect..,
i Program D Cancel
Design  Process
Console 8 x
WARN
Summary  Netist
Message 8 x
> Reading device GWIN-9C package LQFP 144 partnumber GWIN-UVSLQ144C6 15
[95%] Generate > Reading natist fe: "D:/ser_Fies/Desktop/exptd_Limpligsynihesis/exptd_Lvg"
[100%] Generat > Lser ¥ +_Lvg" completed |
X 3% > Processing netist comp
GowinSynthesis > readng consiraint file: :/User_Fies/Desktop/exptd_1/src/expts_L cst”
> Physical Constraint parsed completed il
Console  Messag
Message  1/0Constrants  Prmitve Constrants  Group Constraints  Resource Reservaton  Clock Assignment  Quadrant Constraints  Hek Constraints. _ Vref Constraints In: 11 Cok:0
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6. Click Browse next to Netlist File. Open the expt4_1/impl/gwsynthsis/expt4_1.vg file.

- - al
c L
() =LELS
= Praces: Wtz X cpomay [l pada
(] || pasign Sumn * B top
% ~ BB User Constraf
I Ficorpan
(VN —
Tieaing ¢
w {2 Synthesize
Synthesz
Nt Fil
O gt Sirai
v EE e Open Physical Corstraints
Place &R
Nt P _Fieyeskinp et _Lmplfgearthessiesoid_1ovg
Tiring &
Consmant e D:juse SEsDESAIED/ Tt LD D RN,
Pors &0
ol Farthumber
& Progiem D
Design  Pracess
Canzole
N - Message o %
[55%] Generate
[186%] Genarat:
GowlnSynthesis e D Lbwr_Files Tiskiop Lt
— pavsed comploiee
Conole Meag
Mussaw 1O Cowtamts  Primive Comstrants | GraupCorstants | RescuceRessrvation | CoceAssgment | QuadrantConstan®  HdcCorstank | wiefCorsrants In: 11

7. Click Browse next to Part Number. Configure the device as follows and click OK. Click OK again.

Process Metist 8 X chparay ] Package Vien

1 | DesignSumn > & top
~ 5 User Constra

2 FloorPlen
== Fiter
 Timing C
_ o Series: GWIN v Padage: |LQFP184 S
~ @ synthesize

©@ 5 Device: qwin-s v speed:  cols -
Synthesi Device Verson: & .
s atin nims & il varzon

Netiist Fil

v Place & Rou Part Number Device Device Version Package Speed  Voltage 10 Lt
E

C 640

GWIN-LVSLQ144CE/15 GWIN-9 LaFP1as s L 2 8
Timing Al

Ports &
Power A

I# program Dy

Design  Process
Console

WARN  (NLOBO2)
(NLOBO2)

(o | o

(NLOBO2)  peaing P o
[95%] Generate > Readng netlst fle: /User_Fies/Desktop/expta_Limpigusynthesis/exptd_Lvg™

> er F ¥ +_Tvg" completed
[160%] Generat 2 %ot bt complicd

GowinSynthesis > Readng consiraint file: 'D:/User_Files/Deskiop/exptd_srclexpts_Lcst™
ysical completed

Console  Messag

Message  1/OConstraints  Primitive Constraints  Group Constraints  Resource Reservation  Clock Assignment  Quadrant Constraints  Hak Constraints _ Vref Constraints In: 11 Cok:0
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8. On the FloorPlanner window, click File > Save As... button. Navigate to expt4_1\src\expt4_1.cst file. Allow the overwrite prompt.

v oA

Process
i
~ [ User Constra

= F\oorwm{

Design Surnr|

* Timing
~ @ synthesize
Synthesi
Netist i
~ [ Place &tRout
Place &
Timing A
Ports &
Power A

1% program De

Design  Process File name:

Console Save as typ:

~ Hide Folders

8 D:\User Files\Desktophexptd_Tsic

Nan

= expral

WARN  (NL0@@2)
[95%] Generate
[160%] Generat:
GowinSynthesis

Console  Messag

Message  1/O Constrants  Prinitve Constraints  Group Constraints  Resource Reservation  Clock t

g |

In: 11 Cok 0

9. Change the bottom tab to I/O constraints. Review the pin assighments below. The next section is optional. If you want to program the FPGA,

go to Appendix D.

19 | EEE 6744 Hands-On Hardware Security

file Constraints Tools View Help NER
Y El B4
OEREe
Process etist 8 x| chparayE)  Package view
1 | Designsumy > & top
~ [ User Constra
[Z FloorPla
¢ Timing g
+ @ symnesine
Synthesi
Netlist Fil_Summary et
~ [ Place & Roufl/o Constrants & x
Place & Port Direction Diff Pair Location Bank Exclusive 10 Type Drive Pull Mode el
Timing A 1 CLK input lee 1 False Lvemoste up
Ports&R2  swio] input 50 2 False LVCMOS18 up
PowerAf 3 swir) input 49 2 False LveMoste up
1L program b
’ 4 swizl input r 2 False LvcMoste up
Design  Process | 5 s3] input 47 2 False LVCMOS18 uP
Conssle 6 Swial input % 2 False Lvcmoste up LIEd
RN 2)
WARN 7 swis] input 45 2 False Lvcmost up
i ';H Jle suia input P 2 False LVCMOS18 up
WARN |9 swin input a2 2 False LvcMoste up
WARN 2)
[95%] Generate] 10 SWIEI input 2 2 False LvcMoste up
[160%] Generat| ;) gy input il 2 False. LVCMOS18 up
GowinSynthesis|
Console  Messa
Messoge | 1/0 Constrants  Prmitve Constrants | Group Constraints | Reseurce Reservation  Clock Assignment _ Quadrant Constrants _Hok Constiants _ Vref Constrants Ini11_Cot:0
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Appendix C: Setup GOWIN Analyzer Oscilloscope file (Optional)

1. Create a new file with type GAO Config File. Click OK.
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x
[SN]

[95%] Generate netlist file "D:\User_Files\D
E t file "D:\User Files\De

[100%] Generate repor
GowinSynthesis finish

le  Message

2. Change the mode to Lite. Click Next.
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3.

Enter a name or leave it as it is. Click Next and then Finish.

-
o
c
() 2 B
£ % & T E
= Design ax| 1
— 2
() v ) exptd.1- [D\User_Files\Desktop. 3
o . M
> [E] swin-uveLuaacens £E
v Verilog Files o L :
Ll 9 5
sre\erpy g GAO Configure File
src\des B GAO Setting
. by B GAO Configure File  Entera name for your GAO configure file.
src\key_sely : :
src\ram v
srcvsboxlv
src\sbox2v
srevsbox3
src\sboxdy
src\sboxSiv
Design  Process  Hierarchy ? ]
Console - o 8 x
: The module s in
The module in -
: The module in
e I <Back Next> Cancel
The module " instantIateaTEo TS SWepT TR OpTIMIZINE] SEr_FIIESESKTOpTExpTa Gay
: The module "divi" instantiated to "Uclk” is swept in optimizing("D:\User_Files\Desktop\exptd_l\src\des.v
[95%] Generate netlist file "D:\User_Files\Desktop\exptd 1\impl\gusynthesis\exptd 1.vg" completed
[100%] Generate report file "D:\User_Files\Desktop\exptd_1\impl\gusynthesis\exptd_1_syn.rpt.html" completed
GowinSynthesis finish
%
Console | Message
Cok:0
4. Inthe Design tab, open the src\expt4_1.rao file. Click on ... button next to Clock.
WIN FPGA Designer - [exptd. Lrac]
File Edt Project Tools Window Help BED
H 7 & 53
k D o || me ©
Design F X Copture Options
srclsboxl.u
Capture Signals
evbory Sample Clock = .
Remove
srclsbordy Clock: s
sctsbocy Sample On: © Riing O Fallng
src\sboxS.v Capture
srlshoxb CoptureAmounts 1024 S
src\sboxT.v GAO Implementation: ~ BSRAM
src\sbox8.v (] Enable Capture Data Input Register
stc\topy ([ Capture Initial Data
~ (1) Physical Constraints Files
Capture Utiization
srelerptd st BSRAM Usage: 0/26
v () GAO Conig Files -
7 scleptd Lo
Design  Process  Hisrarchy P StartPage Design Summery Z topr eptt 130"
Console 5 x
The module
: The module -
The module " op
The module " 1les\Desktop\exp
: The module - D \
( ) : The module "divi" instantisted to "Uclk” is swe -~ Files\
[95%] Generate netlist file "D:\User_Files\Desktop\exptd_L\impl\ g completed
[100%] Generate report file "D:\User Files\Desktop\expt4_1\impl\gusynthesis\exptd_1_syn.rpt.html" completed
GowinSynthesis finish
%
Console | Meszage
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5. Search for CLK or whatever clock signal you used. Click OK.

=
- o x
c
(O] - =1=)x
& DeE s 1| =
— Design 8 X Capture Options
() stcishoxly
Q. sre\sbox2y SomplcCodh
x Clocke Name: CLK 3, Search
-+ srcsbordy L
Sample On: @ © Normal O Wildcard O Regular Expression [ Case Sensitive e
stckshoxdy =
— O Advanced Fiter
 src\sboxSy Capture 9
> des/Uclk/cnt(25:0]
stckshoxby Capture Amour
sresbaxTiv GAO Implemen| | de5/clkin
des/clk
-+ srclsborBy () Enable Capt] | des/Uclkielk
des/Uelk/clkout
stcitopy Capture nit
el des/UT/clk
~ [} Physical Constraints Files
¥ sreints Capture Utilzat des/U2/clk
stctexptd_Tcst o o
~ [} GAO Config files =
& septd a0
Design  Process  Hierarchy ? Start Pa optilrot @
Console | L 8 x
(NL00E2) : The module “sbox6” instantiate
(NLBOB2) : The module “sbox?" instantiatd
(NLBOO2) : The module “sbox8" instantiatd
(NLBOO2) : The module “key_sel” instantid
(NLBOB2) : The module “raml” instantiate
WARN (NL@0@2) : The module "divi” instantiate T3 Cancel
[95%] Generate netlist file “D:\User_Files\Desl
[100%] Generate report file “D:\User_Files\Desktop\exptd_I\inpl\gusynthesis\expti 1 syn.rpt.htnl” completed
GowinSynthesis finish
%
Console  Message
Edt Project Tools Window Help NER
B = X R ]
Design F X Copture Options
stc\sboxl.y
Capture Signals
csbacy Sample Clock
- srclsbordy Clock|CLK = e
MsB
srebordy Sample On: © Rising O Falling =
stc\sboxS.y Capture
 srclsboxby CoptureAmount: 1024 S
stc\sboxT.v GAO Implementation: ~ BSRAM -
src\sbox8.v (] Enable Capture Data Input Register
stc\topy ([ Capture Initial Data
~ [} Physical Constraints Files
Capture Uilization
srelexptd st BSRAM Usage: 0/26 o
v [ GAO Config Files =
stc\exptd_Turao
Design  Process  Hierarchy v Start Page [x] Design Summary a L topv [ exptd_l.rao [x]
Console &%
RN (NLBRO2) : The module “sbox6” instantiated to "uS" is swept in optimizing(" les\Desktop\expt4_I\src\crp.v":59)
RN (NLOGO2) : The module “sbox7" instantiated to "u6” is swept in optimizing( 1es\Desktop\exptd_1\src\crp. v
RN (NLBGO2) : The module “sbox8™ instantiated to "u7" is swept in optimizing( _Files\Desktop\exptd_1\src\crp
WARN (NL@@O2) : The module "key_sel® instantiated to "ul” is swept in optimizing("D:\User_Files\Desktop\exptd_l\src\des.v":
WARN (NL@0@2) : The module "raml” instantiated to "U2" is swept in optimi Files\Desktop\exptd_1\src\des.v
WARN  (NLBOO2) : The module "divi" instantiated to "Uclk" is swept in optimizing("D:\User Files\Desktop\exptd 1\srcides.v":59)
[95%] Generate netlist file "D:\User_Files\Desktop\exptd_1\impl\gusynthesis\exptd_1.vg" completed
[180%] Generate report file "D:\User_Files\Desktop\exptd_1\impl\gusynthesis\exptd_1_syn.rpt.html" completed
GowinSynthesis finish
%
Console  Message
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7. Search for any signal you want to monitor (you must choose at least one). Click OK.

£ —
(O] - =1=)x
& S |53
o= =
— Design 2 Capture Options
CU src\shox 1w
% sre\sbox2y SomplcCodh
sesboidy Clodk o Meme R Search
csbody Sample On: @ © Normal O Wildcard O Regular Expression [ Case Sensitive =
© b . — (O Advanced Filter
srclsborsy spture
> des/U2/addr{3:0]
stesboiby Copture Amour | > des/U2/data_in63:0]
src\sboxTw GAO Implemen| > des/U2/data_out[63:0]
> des/U2/internal_bus[63:0]
stcksboxBy 0 Enable Capt{ | > des/U/ram_regl1023:0]
src\top.y CaptureInit| | > des/U2/row[15:0]
e . O Coptureintl | | e uo/bis30)
~ sical Constrsints Files
¥ Capture Utilzat (‘t"
sreexptd_T.cst v e o
~ GAO Config Files. P =
src\exptd_Trao des/clk in
o - des/clk
Design  Process  Hierarchy 9 Start Pa des/Uclkclk exptd rao® [x]
| des/Uclk/clkout |-
Console | | des/U1/decrypt 8 8x
¥ (NL@@@2) : The module "sbox7" instantiate des/Ul/elk rc\crp.v":60)
(NLBBB2) : The module "sbox" instantiate :EVEY“Y:“WH rc\crp.v":61)
(NLOBB2) : The module "key_sel” instantiq :zuzj“ decrypt \src\des
(NLBBB2) : The module “raml” instantiate a:;/uy:'[m c\des.
(NLOB@2) : The module "divi® instantiate src\des. v
[95%] Generate netlist file "D:\User_Files\Desl (K[ Conce
[100%] Generate report file "D:\User Files\Desl =
GowinSynthesis finish
%
Console ~ Message

8. Save the exptd_1.raofile. If you want to run the GAO tool, run Step 1 of Appendix D. Then, go right into Appendix E afterwards.

File Edt Project Tools Window Help _lex
|4 Open ExampleProject nime
De 01 New.. CtrieN
= apture Options
Open.. ctrie0
Capture Signals
11 Save "exptd_l.rao" Ctrl+S. N Sample Clock
Save As Clocks €L Add femove
Save All CirbeshiftsS || g mple On: @ Rising O Falling clkin s
st
Close "expté_ 120 -
Close All
Capture Amounts 1 -
Close Project
GAOImplementation:  BSRAM v
et (] Enable Capture Data Input Register
Print. P (O Capture Initiel Data
Recent Fles 3
Capture Utilization
Recent Projects ,
BSRAM Ussge: 1/26 o
Exit =
sre\expt
Design  Process  Hierarchy v Start Page [x] Design Summary [x] z topv [x] exptd_l.rao [x]
Console &%
RN (HL0GB2) : The module “sbox7" instantiated to "u6" is swept in optimizing(" les\Desktop\exptd_1\src\crp.v":68)
RN (NL@OO2) : The module "sbox8” instantiatad to "u7" is swept in optimizing( Files\Desktop\exptd_1\src\crp.v":61)
RN (NLBOO2) : The module “key_sel® instantiated to " ing("D:\User_Files\Desktop\exptd_1\src\des.v":124)
WARN  (NL@@O2) : The module instantiated to "U2 5\Desktop\exptd_1\src\des.v":79)
WARN  (NLOO62) : The module "divi® instantiated to "Uclk” is swept in optim les\Desktop\exptd_L\src\des.v
[95%] Generate netlist file "D:\User Files\Desktop\exptd 1\impl\gusynthesis\exptd 1.vg" completed
[100%] Generate report file "D:\User Files\Desktop\exptd L\impl\gusynthesis\exptd 1 syn.rpt.html" completed
GowinSynthesis finish
%
Console  Message
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Appendix D: Running Place/Route tool & Programming the FPGA

1. Goto Process tab on the left sidebar. Right click on Place & Route and click Clean&Rerun All.

far File Edit Project Tock

Process
I Oesgn Summary
« T User Comrmiens
1 FloorPlanner
% Timing Constraints Edtar
v @ symhesize
Symthesi Report
et Fle
v @ PaceiRoute

Place & Rout

P Run
& Reun

Timing Analy

PowerAnaty Bl Stop

§ Progampevice N

Design  Procesz .

Console

Wed Spr 26 16:51:15 2823

Running power analysis. ...
[169%] Power analysis completed

8 x

Rarun Al
Ports & Pins | Clean@Rerun Al

Cenfiguration

Capture Options
Sample Clock
Clock: ax
Sample Or: © Rising () Fas
Capture

Copturemount: 16

Capture Signals
add

desrst

des/cl in

ng

GAQ Implementation:  BSRAM hd

) Ensble Capture Data Input Register

) Capture Indtial Deta

spture Utilzstion
13" psmamt sage: 126

St Page

Gesign Summary

Generate file "D:\User_Files\Desktop\exptd_1\inpl\pnriexptd_1.power.html" completed
Generate file "D:\User_Files\Desktop\exptd
Generate file "D:\User_Files\Desktop\exptd_1\inpl\pnriexptd_1.rpt.html" completed
Generate file "D:\User_Files\Desktop\exptd_1\ispl\pnriexptd 1.rpt.txt" completed
Generate file "D:\User_Files\Desktop\exptd_1\ispl\pnriexptd 1.tr.html" completed

1\inpl\pnriexptd_1.pin.htal" conpleted

topv W epimc 0@

%

Comole  Message

Ls8

2. Double click on Program Device on the Process tab. Make sure the Port is set to “Gowin USB Cable(FT2CH)/0/...” If this is not the case,
unplug all USBs and plug in the HaHa FPGA again. Then, click Save on the new window.

Process
I Design Summary
v T8 User Constraints

Flooe

B Teving Consints Edtor

v @ synthesize
P——
Nt Fie

@ PlacetRoute
Place & Route apert
Tirning Analysis Report
Pots & P Repon
[—

B8 Progar Device
[T procms Py

Consale.

led Apr 26 17:25:28 2023

w
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Running power analysis. ...
[109%] Power analysis completOut

Enatle Series

18 GHIN o

Comole  Message

Generate file "D:\User_Files\liny Cable found: Gowin LSE Cabl
Generate file "D:\User_Files\[
Generate file "D:\User_Files\l .
Generate file "D:\User_Files\l
Generate file "D:\User_Files\l

Info Cable found: Gowin USE Cabl

Cost 018 second(y

P use Cable setting

Device Operaticn

WIN-SC SRAM Progrem

7S File User Cade [

D/ User Files/ Dasktop/exptd_Vienplparfso_Ofs 000007728 1100481

Cable: Gowi LSB Cable(FT204) El

Port; Gow USB CableFT2C-)/0/346 5l -

Frequsncy: 234z

Custom LT

Do HOT shaw ot starty

GQuery/Detect Cable

/124554 nall (USB location:B465)
/1/8486rull (USB location: 2466

& x

L5
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3. Click on the play button. The bitstream will then be programmed to the FPGA.

"' & Gowin Pr - o x
E === 2 USB Cable Settng
= =
= Enable Series Device Operation FS File User Code DC
() 1@ e GWIN-9C SRAM Program D:/User Files/Desktop/exptd_1/impl/pri/ao_0fs OCODODISF3 1100481
(VN
Programming.
I S -
output & x
Info  Cable found: Gowin USB Cable(FT2CH)/1/8455/null (USB location:2465)
Info Cable found: Gowin USB Cable(FT2CH)/2/8455/null (USB location:2466)
Info  Cost0.72 second(s)
Info  Target Cable: Gowin USB Cable(FT2CH)/1/8465/null @2.5MHz
Info  Operetion *SRAM Program" is sterting en device-1
[Ready |

Appendix E: Running the GOWIN Analyzer Oscilloscope tool

1. Go to Tools > Gowin Analyzer Oscilloscope.

fa File Edi Project Tooks

dow Help.

Start Page 5 r
: 5 P 2 his 2
M . Gowin sy Oucloscope |
—p—— ==
— 1P Core Generator 1 Capture Signals
v T User Conutrsints
Progammer 2dd
il Floolanner g Lo jox
| FloarPlanner ; e
e lising () Falin; des/nt
% Timing Const 3% Timing Canstraints Edtor [P Risrg O Faling e in
v @ synthesize DSim Cloud -
Synthesss Ret 32 Options bunt: 024 -
Mt File GAQ Implementation:  BSFAN
~ (G Place & Route (] Enable Cagiture Data Input Regrter
Flace & Route Repart () Capture Initial Dista
Tiring Analyss Regon
Capture iizstion
Ports & Pins Report
BSRAM Usage :
Powes Analysis Report Lse
& program Device
Cesign  Process  Hoerarchy J Start Page Design Summary 3 topv W aptine 0O

Console

Running power analysis......

[166%] Power analysis completed

Generate file "D:\User_Files\Desktop\exptd_1\inpl\pnriexpta
Generate file iles\Desktop\exptd_1\impl\pnriexptd_:
Generate file "D:\User_Files\Desktop\exptd_1\inpl\pnriexptd_
Generate file "D:\User_Files\Desktop\exptd_1\inpl\pnriexptd 1.rpt.txt" ci
Generate file "D:\User_Files\Desktop\exptd_1\impl\pnriexotd 1.tr.html" ci
Wed Apr 26 16:42:08 2823

power. hitml” completed
pin. htal
rpt.htal” completed

ompleted

%

Comole  Message
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2. Click on Enable Programmer.

= Programmer

ﬂt:mu. Programmer
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Troge

B Auto Trigger Deay: o

Jii e
Design
== | [ax
Running
(100%]
Generaty
Generan
Generaty
Generat
Generats

Wed Apr

3. Click on the play button.

pr—— |

= o Frocemer
R
" B e programmer
s (880 0& 1
v @ s Enable Series Device Device Version Operation Fs File Checksum Use|
@ Gwn GwiN-g c SRAM Pragram Di/lbser Files/Desktapiexptd 1 /imal/prrisc Ofs eomFE 0:0000
- O
e
3
e
— Trigger
P90 | oo ey oms
Console s x
Running
[100%]
Genaraty
Genaraty
Genaraty
Genaraty
Generaty |
Wed Apr| )
=
Consale

4. Click on the Auto button to start capturing signals.
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FsFile

D:f\bser_Files/Desktopdexptd_1/impl/pr/ac_0fs

User Code

®

5. You will now see the captured signals that you set up in the RAO file.

Tiger  cored window 0

Hame

Autarun Counter: 11D

Value
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