Experiment 3
Bus Snooping Attack

The goal of this experiment is to carry out a bus snooping attack at
board level which leads to retrieving secret information from a system
through physical access.

Instructor: Dr. Swarup Bhunia
TAs: Shuo Yang and Reiner Dizon
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L Case Study

The goal of this experiment is to carry out a bus snooping attack at board level which leads to retrieving secret information from a system
through physical access.

Bus sniffing or bus snooping is a technique used in distributed shared memory systems and multiprocessors to achieve cache coherence.
Although there is one main memory, there are several caches (one or more per processor), and unless preventative steps are taken, the same
memory location may be loaded into two caches and given two different values. To prevent this, every cache controller monitors the bus,
listening for broadcasts which may cause it to invalidate its cache line.

Each cache line is in one of the following states: "dirty" (has been updated by the local processor), "valid", "invalid" or "shared". The set of
operations is thus: a value can be read or written. Writing it changes the value. Each value is either in main memory (which is very slow to
access) or in one or more local caches (which is very fast). When a block is first loaded in the cache it is marked "valid".

On a read miss to the local cache, the read request is broadcast on the bus. All cache controllers monitor the bus. If one has cached that address
and it is in the state "dirty", it changes the state to "valid" and sends the copy to requesting node. The "valid" state means that the cache line is
current. On a local write miss (an attempt to write that value is made, but it's not in the cache), bus snooping ensures that any copies in other
caches are set to "invalid". "Invalid" means that a copy used to exist in the cache, but it is no longer current.

Such an attack can also be done at printed circuit board (PCB) level to extract secret information (such as encryption key, firmware, sensed data)
from a PCB through physical access.
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ElTheory Background

Bus snooping attack can be implemented without any help of the software portion of the system. It involves eavesdropping or even altering of
data that are transferred between the two or more components of a system.

Usually, in a PCB, there are numerous traces and other wires and ports that are passing signal which can be secret data or commands which are
crucial to the system operation. Snooping the traces by soldering additional components or wires allows the attacker to leak those sensitive
data. The system can be forced to shut down or do something malicious just by altering the critical signals. In fact, this is how the original
Microsoft Xbox was initially hacked. The link between the Southbridge and EEPROM on the Xbox was observed during boot up and modified to
allow the hackers access to the protected region of the Xbox’s hard drive. In mobile devices, the successful snooping attack may allow the
attacker to interfere with data between SoC and DRAM or SoC and NAND Flash. Furthermore, the adversary can capture and alter code and data
which is written from SoC to memory. One of those tools was a USB cable with embedded hardware called Cottonmouth-l—a cable that can turn
the computer's USB connections into a remote wiretap or even a remote control.
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2 = Experiment Set-up: Configuration

£

% The instruments needed for this experiment are: o = Q9
1. The HAHA Board —

2. A USB A to B cable

3. An oscilloscope with two probes (or Analog Discovery 2)
4. A computer.

Micro controller

Figure 1 shows the instruments connections. Follow the instructions provided in the next page
to set up the connections.

If doing the experiment at home, use the Analog Discovery 2 (Figure 2) instead of an
oscilloscope. Analog Discovery 2 is a multi-function instrument that can measure, visualize, and FARA Board
record mixed-signal circuits. Edge students can download the software WaveForms to your Figure 1 Experiment Set-up
computer and connect the computer to the Analog Discovery 2. They together will work as your
“oscilloscope” at home. Analog Discovery has 2 analog channels and 16 digital channels (Figure 3). ~
For this experiment, you can use the digital channels to make things easier as we are snooping éfﬁ:j aﬁ#\f
digital signals. Connect them to the correct pins on the HAHA Board, add the corresponding jj(f’iwg

channels in the WaveForms software and do the # 2+ % V+WI ¥ TIO 2 345617
measurement. You can see the manual [3] of this
device for more detailed reference.

Figure 2 Analog Discovery 2

Figure 3 Pinout Diagram
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https://reference.digilentinc.com/reference/software/waveforms/waveforms-3/start?redirect=1

FExperiment Set-up: Instructions

1) Download the two hex files needed for this experiment.
Note: You will only need one of them to run for this experiment.
2) Connect the HAHA Board to the computer through the USB A to B cable.
3) Turn ON the HAHA Board, and then program the Microcontroller with the hex file.
a. If your accelerometer was working from the Self-Test, program “U_1.hex”
b. Otherwise, program “U_2.hex”
4) Turn OFF the HAHA Board.
5) Clip the oscilloscope probes to the “MISO” and “SCK” pins of the SPI header (P2) on the HAHA Board. (Refer to the HAHA User Manual to
find the right signal.) Connect both ground leads to the screws labeled “GND”.
6) Turn ON the HAHA Board.
7) Observe the pattern of traffic on the two lines.
a. If your accelerometer was working from the Self-Test, tilt the PCB around and see how the traffic changes as well.
b. Otherwise, you would not need to do anything with the board.
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# Measurement, Calculation, and Question
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1) Which hex file did you use to run this experiment?
2) Which line would you say is the clock line? How fast is the clock running at?
3) Which line would you say is the data line?
4) s it possible to set up the oscilloscope to both trigger and decode this data line bus? Please submit a screenshot of the scope triggering
on a start condition and successfully decoding the transmitted data.
5) Canvyou describe the general data packet format?
a. ForU_l.hex:
i. If youtilt the PCB in one direction (try different angles) how does the data packet change? How does it stay the same?
b. For U_2.hex:
i. What is the pattern in the data? Does it ever remain the same? Why would a pattern like this show up in the bus?
6) If you didn’t have conveniently labeled traces to probe how you would figure out which traces would you probe if you needed to figure
out how the board worked?
7) How would you prevent such attacks? If the data transmitted over this bus was critically important and could not be intercepted how
would you secure the communications? How would you then debug any issues that arose because of your fix?

5 | EEE 6744 Hands-On Hardware Security University of Florida



# Optional Follow-up
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The previous bus isn’t the only data communication line on the PCB. There is another much larger bus that enables the Atmel IC and the Altera IC

to communicate with each other. Use the oscilloscope, attach the probe ends to all of the pins at the HAHA Board, as well as the pin labeled
GND at the top.

Repeating the same process as above (moving the board around and observing the data) answer the following questions:

1) How does this data differ from that of the other bus?
2) How is the bus laid out? What is the data packet like?

3) What is the advantage of a faster, smaller bus over a larger, slower bus? Are there any disadvantages? Provide a real-world example of
this difference.
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® Lab Report Guidelines
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1. Inyour report, give a photo of your whole experiment set up.
2. Give answers to all the questions in the Question part.

3. Give screenshots (or photos) of the oscilloscope when you are bus-snooping the signals and describe what you observed.
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